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Abstract: In the area of inter-organizational collaboration many standards and 
technologies have been developed in order to support interoperability between 
enterprises, but limited success has been achieved so far. Especially for ad-hoc 
collaboration there is no technical support available allowing the dynamic 
composition and connection of sub-systems for collaborating partners. Since 
companies are increasingly collaborating in dynamic changing value networks, 
the necessity for ad-hoc collaboration support becomes more and more impor-
tant. In this paper we therefore propose a process for establishing interoperabil-
ity of coordination protocols in ad-hoc inter-organizational collaboration. This 
process describes the necessary steps in automatically constructing an agreed 
overall coordination protocol addressing business-related as well as communi-
cation-related tasks. 

1. Introduction 

In inter-organizational collaboration business processes that span multiple partner 
organizations have to be efficiently supported while preserving autonomy of each 
partner. Due to the fact that no internal process details should be disclosed only mes-
sages containing relevant information can be exchanged between business partners for 
coordination purposes. It is crucial that messages reach business partners on time and 
that they contain exactly the information necessary to complete the next internal proc-
ess step. Therefore, collaboration partners agree on coordination protocols that define 
valid messages and a chronological order for the information exchange. Every partner 
is then able to implement a binding of these protocols to internal business processes 
and applications. In ad-hoc collaborations the agreement on coordination protocols is 
much harder to achieve, because in such a scenario it is not guaranteed that every 
partner knows each other’s capabilities. Hence, at the beginning of every ad-hoc col-
laboration there has to be a setup phase where partners agree upon basic facts regard-
ing their joint business activities. This may also include providing trust between part-
ners as this is a crucial factor in inter-organizational collaboration. The focus of this 
paper is set on establishing technical interoperability assuming that a necessary level 
of trust between business partners already exists.  



In the aforementioned setup phase two main activities have to be performed: agree-
ing on collaboration content as well as on the chronological order of collaboration 
tasks. Agreement of collaboration content includes the definition of desired collabora-
tion goals and necessary tasks that will lead to these goals e.g. tasks like order or 
quote are relevant to the goal supply of material. The assignment of roles (e.g. buyer 
or seller) based on identified tasks and the partition of tasks into sub-tasks are also 
included in this phase (see figure 1).  

 
Fig. 1. Agreement on collaboration content 

As sub-tasks have to be performed in a coordinated way to achieve the given goal 
their chronological order based on causal connections and technical capabilities of the 
participating partners has to be defined by the means of coordination protocols. 

In this paper a setup process for ad-hoc collaborations will be introduced that de-
scribes these main setup activities in detail and shows how to obtain an interoperable, 
overall coordination protocol. At first, section 2 introduces tasks that are relevant to 
inter-organizational collaboration and how transition systems can be used to formally 
define coordination protocols. These concepts are then used in section 3 to describe 
and explain the process steps. In section 4 related work is discussed and in section 5 
conclusions are drawn and an outlook on future work is given. 

2. Collaboration tasks and coordination protocols 

In the following sections two important concepts are introduced that will later al-
low to specify necessary steps in the setup phase of an inter-organizational collabora-
tion: tasks and coordination protocols. 



     

2.1. Types of collaboration tasks 

In a single collaboration scenario several tasks that address different aspects of col-
laboration have to be coordinated at the same time. Hence, different types of collabo-
ration tasks can be identified [3] that fall into one of the following categories: 
• Setup related tasks: As already outlined above, these tasks have to be performed 

before an ad-hoc collaboration can start and include search for potential collabora-
tion partners that are capable to perform certain tasks (e.g. in a central registry), 
negotiation of collaboration content and adjustment of remaining incompatibilities. 

• Business related tasks: These tasks define the collaboration subject i.e. those steps 
that are necessary to achieve the desired goal. Since every new collaboration sce-
nario may have other goals than previous ones partners have to agree on these tasks 
each time again. 

• Context related tasks: Communication in inter-organizational collaboration is per-
formed between two or more partners over open networks. Therefore, additional 
tasks have to be carried out in order to assure correct, secure, and consistent deliv-
ery and storage of business-related information. Hence, they constitute the execu-
tion context of business-related tasks. 

 

 
Fig. 2. Setup-, business- and context-related coordination tasks 

Figure 2 shows the identified task categories and corresponding task types. 
Whereas the number of setup and context related tasks is more or less limited there 
are a lot of business related tasks that partners can choose from. However, during the 
setup phase a set of business-related tasks will be fixed for the scope of the collabora-
tion scenario (see section 3). Every collaboration task generates a coordination effort 
between the partners that has to be mastered by the means of message exchange, e.g. 
the task order implies the exchange of a purchase order by the buyer role such that the 
seller role can process it and then acknowledge or deny. Hence, for each task a proto-
col can be defined. As setup-related tasks have to be performed in order to agree on 
business-related and context-related tasks it is assumed that the setup process as it will 
be introduced in this paper can be understood and performed by each potential part-
ner.  



2.2. Definition of coordination protocols 

As already mentioned, coordination protocols define message exchanges that are 
necessary when performing inter-organizational collaboration tasks. A protocol can 
be formally defined following the definition of transition systems [10] as a 5-tuple      
p=(Q, Σ, δ, s0, F) where Q is a finite set of states and Σ is a finite set of valid labels 
that represent protocol messages which are exchanged during an interaction. Mes-
sages are marked out if they represent outgoing messages and in if they represent 
incoming messages. δ ⊆ Q × Σ × Q is transition relation, s0∈Q is the initial state, and 
F is a set of final states. The resulting transition system is specific for a particular role 
in an interaction. Each outgoing message in the protocol description corresponds to an 
incoming message of another role’s protocol description. As an example, a simple 
purchase protocol from a seller’s viewpoint can be defined as follows: 

Q = {q0, q1, q2, q3, q4}, Σ =  {RFQ, QUOTE, PO, POA}, F = {q4}, s0 = q0 
δ = {(q0, in:RFQ, q1), (q1, out:QUOTE, q2), (q2, in:PO, q3), (q3, out:POA, q4)} 

First, the seller receives a request for quote (RFQ) which leads to a protocol state 
change from q0 to q1. In this state he is able to send out a QUOTE-message that con-
tains current conditions. After sending out the message he again changes his state 
where he is then able to receive a purchase order (PO) and finally to send out a pur-
chase order acknowledgement (POA).  

This kind of protocol definition only uses a set of message names that denote the 
types of corresponding messages. In order to also define these types a data structure is 
used describing the respective message, i.e. if a purchase order message and its corre-
sponding purchase order type are defined, then every message with the same data 
structure is considered to be a purchase order [4]. Data structures have a specific in-
formation content and can be described on three semiotic layers (see figure 3): syntax, 
semantics, and pragmatics [11].  

 

 
Fig. 3. Messages: syntax, semantics and pragmatics 

The syntax describes which expressions are valid and which rules are used to build up 
the message’s data structure from these expressions. A schema definition can provide 
this kind of description. Since the mentioned expressions and also data structures that 
are build up from expressions, refer to real world objects they have a specific meaning 
which is called semantics. Although two expressions are different they may have the 
same meaning e.g. addr. and mailaddress can both refer to a postal address. 
Another aspect of semantics is the information content that is captured in a data struc-



     

ture [14], because different partners may have defined separately a type with the same 
name that should denote the same real world object but nevertheless they are different 
because one type includes more information than the other, e.g. an address may be 
defined with or without providing country information. If, for example, an organiza-
tion is only acting within the US then this information is not relevant. Therefore is has 
to be clear which information content is minimal to define the shared semantics of a 
message. Figure 3 gives an example: if square and circle define one real world object 
then (a) and (b) are representations of this object although (a) provides more informa-
tion. (c) does not refer to the same object (even if it has the same name as described 
above). If only the square defines an object then all three messages would represent 
the same object. Ideally, two separately defined message types with the same name 
should have the same information content. Finally, the pragmatics of a message pro-
vides causal relations between a received message and the following action. With 
regard to protocol definitions a received message can enforce the sending of a mes-
sage with a specific type, e.g. a request for quote requires to be followed by a quote 
(see also figure 3 on the right). It is also possible that a message requires some par-
ticular action to be taken by the receiving actor that are not obviously linked to the 
next following message, e.g. a message requires a specific processing or it has to be 
decoded by a specific algorithm so that the content can be read out.   

3. Establishing coordination protocol interoperability 

A collaboration scenario is a combination of various coordination steps supporting 
several tasks. These tasks have to be identified and agreed upon by the participating 
parties. Necessary coordination steps for each task are defined by the means of so 
called protocol definitions as described in the previous section. As every protocol 
introduces its own messages and sequences an overall collaboration protocol has to be 
composed from single coordination protocols in a way that it leads to the desired 
collaboration outcome. This process of setting up an ad-hoc relation between collabo-
ration partners is shown in figure 4 and will be described in the following sections: 

 

 
Fig. 4. Collaboration setup process (overview) 

 



3.1. Agreement on the collaboration content 

In order to identify relevant tasks for an inter-organizational collaboration goals 
have to be defined and partners have to be found. In an ad-hoc scenario there is typi-
cally one organization that has some kind of demand and tries to satisfy this demand 
by requesting some value-adding activities from one or more other organizations. 
This can be the shipment of physical goods as well as the computation of driving 
directions on the Internet. Since potential partners are not known in advance some 
kind of directory is needed to search for them. This is a common approach also used 
in the field of Web Service discovery [1]. The directory provides contact information 
and a classification of enterprises based on industry sector or even based on a service 
classification. After having identified a set of potential partners (assuming the general 
willingness to collaborate) negotiation in form of direct interaction can begin in order 
to gain knowledge about different task types which need to be performed. In this 
negotiation, first a common language has to be determined. There could be a different 
understanding of task identifiers e.g. a task purchase could only include the exchange 
of order information or it could also include prior exchange of price information. A 
possible way to overcome such problems is to agree on a taxonomy that contains a 
hierarchy of business related tasks. Today, taxonomies are well-known in the field of 
material classification (e.g. eCl@ss [6]). After having established a common under-
standing of task types the agreement on tasks themselves can start. Figure 5 shows a 
possible outcome of this task agreement step.  

 
Fig. 5. Agreed business tasks and roles 

Three roles have been identified and for each role tasks have been defined. At this 
time no sequencing of tasks is expected, only the capability to perform these tasks in 
the given role is relevant. Since each task execution relies on the usage of coordina-
tion protocols, as introduced in section 2.2, two so-called protocol vectors can be 
defined, namely one protocol vector BV  for business-related and one protocol vector  

C  for context-related tasks. A protocol vector represents one possible protocol com-
bination to coordinate given tasks and is defined as a tuple n

V
PPPV ×××∈ L21  where 

 is the set of protocols  that coordinate task i. In order to be able to agree 
on a common protocol vector it is first necessary to determine the set of possible 
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coordination protocols for each of the positions in both of the vectors i.e. all partners 
have to provide information about their supported protocols.  

3.2. Adjustment of coordination protocols 

This process step begins with the publication of supported coordination protocol 
standards (for BV  as well as for CV ) by each business partner. These can be standard-
ized protocols like for example described in a RosettaNet PIP or in an OpenTrans 
document exchange. If no standard can be referenced a protocol description has to be 
provided. These descriptions can be specified with the help of standards like BPEL or 
ebXML/BPSS which allow to define view-specific coordination protocols [1]. Since 
both references to standardized protocols and self defined protocols can be found in 
this negotiation step they have to be made comparable. As formal protocol descrip-
tions like transitions systems (see section 2.2) or Petri Nets [15] allow reasoning 
about correctness or compatibility of definitions [17] a mapping from protocol stan-
dards to transition systems has to be provided. For example, compatibility of proto-
cols can be tested by computing the intersection of two transition systems as de-
scribed in [17]. If a protocol is defined according to a reference standard then addi-
tionally a formal description has to be provided for this protocol. If a description 
standard is used then a mapping of description language constructs to the formal nota-
tion is necessary. If protocols are defined in an aggregated way (e.g. a complete pur-
chasing protocol including task like quote, order, and payment) these have to be split 
so that a sub-protocol for each task can be provided. The goal here is to be able to 
compare protocols and reason about their compatibility. This is necessary because 
there can be protocol mismatches that hinder partners to interoperate through given 
protocols [18], [5]. Those problems are: 
• Message mismatch: Data structures representing message types may differ in their 

syntax or semantics. Ideally, two separately defined types with the same name 
should have the same schema and the same information content, but that is de-
pendent on the actors that defined these types. In an inter-organizational scenario 
with many participants it is desirable to agree upon a data schema in order to avoid 
problems with differently defined types. Especially in ad-hoc collaborations this 
can not be achieved so these problems may occur. 

• Sequence mismatch: Mismatches can also occur regarding message exchange or-
ders. If patterns of interaction do not fit together [8] problems like deadlock or un-
specified reception may arise [18]. Although partners support coordination of the 
same task they are not able to do so. Sequence problems may be caused by differ-
ent message pragmatics (i.e. different reactions of partners are expected after re-
ceiving a message e.g. because of internal processing restrictions), or different se-
mantics of same message types (i.e. types of the same name do not describe the 
same information content). 

Some message and sequence mismatches can be resolved. This is called mediation 
and is based on the construction of a mediator [16], also named proxy or adapter, that 
interposes message exchange. This mediator is able to transform messages i.e. to map 
a source to a target schema which includes for example rearrangement and aggrega-



tion of expressions [13]. Mediators may therefore filter out unnecessary information 
or add information from external sources. Mediators may also resolve sequence mis-
matches by collecting or splitting information and generating new messages [18]. For 
those coordination protocol mismatches that remain unsolved human intervention is 
necessary to resolve these problems if possible. At best, all partners use the same 
reference standard for a certain coordination task e.g. RosettaNet PIP 3A4 for the 
order task. In this case a simple adaption of technology can achieve interoperability 
as long as all parties can agree on essential protocol parameters. If not, then for each 
task their protocol descriptions have to be analyzed with regard to protocol compati-
bility i.e. if potential message or sequence mismatches can be resolved.  

3.3. Construction of an overall collaboration protocol 

If an agreement on one coordination protocol is possible for every position in vector 
B  then the overall sequencing of business related tasks has to be defined i.e. an 

overall business protocol on a higher aggregation level has to be constructed. Here 
again, potential problems due to sequencing mismatches may be encountered. For 
example, the buyer wants to receive the goods before payment but the seller only 
ships goods after payment. The techniques used to check compatibility of single coor-
dination protocol can again be used in this process step. After having finished this 
first construction step an overall collaboration protocol has to be constructed where 
protocol information stored in vector CV  is added to the overall business protocol. As 
context-related tasks may be performed at each single step of a business protocol one 
context protocol may appear more than once in the overall coordination protocol (e.g. 
if multiple transactions have to be implemented). Also, context protocols may affect 
the construction of a business messages (e.g. if encryption is necessary). Figure 6 
shows an example of a simple purchasing protocol generated from four business tasks 
(quote, order, ship and pay). This protocol has to be extended with context related 
tasks, namely transport, confidentiality, authorization, and transaction. Collaboration 
partners have to specify where each context related task has to be performed, so that 
an overall protocol can be constructed. In this example two transport protocols are 
used for different business protocol steps e.g. t1 represents HTTP and t2 represents 
SMTP. So, all message exchanges except the exchange of quote information, which is 
done via SMTP, will be performed using HTTP. For the other three context-related 
tasks there exist also agreed protocols. The transition definition part of each protocol 
is given in figure 6 (gray background color): 
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Fig. 6. Construction of overall collaboration protocols (example) 

It is also shown how an overall protocol definition can be generated using single 
protocols (see right column in figure 6). Sometimes it is only necessary to concatenate 
a context related protocol like the authorization protocol in this example. Other proto-
cols are inserted between business protocol steps like the part of the transaction proto-
col that coordinates the two-phase commit (PREPARE/CONFIRM–CANCEL). Then 
there are protocols that change business protocol messages. This can simply be addi-
tional processing information in a header (brief X[<…>]) or a message encoding like 



ciphering (brief Y(<…>)). In this case placeholders are used in the protocol descrip-
tions that are specified by the partners.  

4. Related Work 

This paper introduces a process model for establishing interoperability in ad-hoc 
collaborations. The approach to publish capabilities and select intersecting capabili-
ties for configuration of the partners’ integration systems can also be found in 
ebXML. There, a so-called collaboration protocol agreement (CPA) is built up from 
the partners’ collaboration protocol profiles (CPP) but the specification of single 
supported business tasks is very limited because it is only possible to reference whole 
business processes specified as ebXML artifacts [9] what simplifies the automatic 
negotiation of CPAs. However, a definite negotiation process is still not specified in 
the ebXML standard although the OASIS/ebXML CPPA Technical Committee is 
currently working on it. [2] describe requirements for the process of e-contracting 
including consistency rules. The proposed framework can be used to check correct-
ness and consistency when constructing a negotiation process itself but gives no guid-
ance how to specify or negotiate business protocols [2]. The problem of business 
protocol interoperability is addressed by several authors (cf. [17], [12]). The goal is to 
automatically decide if protocols are compatible which allows building architectures 
for ad-hoc collaboration. Approaches in the field of component interoperability, e.g. 
[18], [7], refer to similar problems so that their results, e.g. automatic generation of 
mediators form protocol descriptions, can be used with business protocols as well. 

5. Summary and Outlook 

This paper presents the definition of a setup process that has to be performed be-
fore an ad-hoc inter-organizational collaboration can start. Within this process agree-
ment on collaboration content can be achieved as well as an overall coordination 
protocol can be constructed which defines a chronological order of tasks out of single 
protocols that describe the information exchanges that are necessary to coordinate 
given tasks. Our goal is to define a component-based architecture that implements this 
process and uses the outcomes to dynamically configure itself. Using this architecture 
it will be possible to technically support a wide range of ad-hoc collaboration scenar-
ios as long as mismatches can be resolved. Due to the extensibility of component-
based architectures it will be possible to easily deploy additional components imple-
menting for example a new coordination standard for transactions which then can be 
used as one possible assignment to a protocol vector position. Future work therefore 
is twofold: the presented setup process has to be refined and implemented, and the 
component model as well as the composition model for the architecture has to be 
defined. For negotiation, compatibility testing, and mediator generation previous 
work in the fields of agent communication and component interoperability will be 
further examined and integrated. 
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